
 

Mekong Sustain Privacy Notice 

(Drafted by Mekong Institute; Approved by AOTS/AMEICC on 5 Nov, 2025) 

1. Definitions 

To ensure clarity and consistency throughout this Privacy Notice, the following terms 
are defined: 

 Service Providers: The project implementation team comprising Mekong 

Institute (MI), Technology Promotion Association (Thailand-Japan) (TPA), and 

Abeam Consulting. 

 Partners: Supporting organizations such as Web.Com (India) Pvt Ltd. 

(WebCom), and local project teams. 

 Users: Service recipients, including small and medium enterprises (SMEs), 

financial institutions, and technology providers participating in the Mekong 

Sustain Project. 

2. Introduction 

The Mekong Sustain Project (“we,” “our,” or “us”) respects your privacy and is 

committed to protecting your personal data. This Privacy Notice explains how we 

collect, use, disclose, store, and safeguard your information when you interact with our 

websites, platforms, and services (collectively referred to as the “Services”).  

Our Services are designed for individuals aged 20 years or older. If you are under 20, a 

parent or legal guardian must provide consent before you can use our Services. By 

using our Services, you acknowledge and consent to the processing of your personal 

data in accordance with this Privacy Notice. 

3. Personal Data We Collect 

We collect personal data directly from you and through your use of our Services, 
including: 

 Contact information: such as your name, email, phone number, mailing address. 

 Account information: including your username, profile photo, preferences. 

 Usage information: such as your device data, IP address, browser type, activity 
logs. 

 Third-party sources: social media or other services you connect to our platform. 



We collect only the information necessary to deliver our project activities, enhance user 
experience, and comply with applicable legal obligations. 

4. How We Use Your Data 

Mekong Sustain may use your personal data to: 

 Deliver and manage the Services under the Mekong Sustain Project. 

 Communicate with you regarding updates, activities, and support. 

 Conduct analysis, monitoring, and service improvement. 

 Ensure compliance with legal and regulatory requirements. 

 Protect against unauthorized access, fraud, or security threats. 

5. Data Sharing and Disclosure 

We may share your personal data only where necessary and for legitimate purposes, as 

follows: 

 With Service Providers and Partners – to support project delivery, analytics, 

system maintenance, or research activities. 

 Among Users – SMEs may receive aggregated benchmarking results with 

subject to consent. 

 With Government Authorities – when required by law or regulatory mandate. 

 In Business Transfers – such as mergers, reorganizations, or acquisitions, where 

data may be transferred to the successor entity. 

All sharing activities are subject to appropriate safeguards and limited strictly to project-

related purposes. 

6. Data Storage and Protection 

We store personal data using secure cloud infrastructure, which may be located outside 
Thailand. Mekong Sustain remains the data controller and ensures compliance with 
recognized international security standards. 

We implement robust measures, including: 

 Data encryption and access control systems. 

 Regular audits and security risk assessments. 

 Continuous monitoring for unauthorized access or misuse. 

Your data is retained only for as long as necessary to achieve the stated purposes or as 
required by applicable law. 



7. Withdrawal of Consent 

You have the right to withdraw your consent at any time by submitting a written request 
through the contact channels provided under Section 10 – Contact Us. 

We will process your withdrawal within 30 days of receipt. 

Please note that withdrawal of consent: 

 May affect your ability to use certain Services; and 

 Does not affect the lawfulness of processing conducted before withdrawal. 

8. Your Rights 

You are entitled to the following rights under the Privacy Notice: 

 Access – Request a copy of your personal data. 

 Rectification – Request correction of inaccurate or incomplete data. 

 Deletion – Request deletion where permitted by law. 

 Restriction and Objection – Limit or object to processing in specific cases. 

 Withdrawal of Consent – As described above. 

9. Updates to This Privacy Notice 

We may revise this Privacy Notice from time to time to reflect operational, legal, or 

regulatory changes. Updated versions will be published on our website with a revised 

“Last Updated” date. Your continued use of the Services following updates constitutes 

acceptance of the revised Notice. 

10. Contact Us 

For questions, concerns, or to exercise your data rights, please contact: 

Mekong Sustain Project Officer 

Email:  Support@mekongsustain.org 
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